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Analyzing TCP Implementation with Active Traffic Analysis

Y OoSsHIFUMI NISHIDA t

To investigate the quality of a TCP implementation, active traffic analysis in which various
TCP traffic patterns are tested on a target host to generate responses that can be analyzed
has proved to be an effective method. In this paper, we present an analysis tool: tcpprobe
developed for active traffic analysis and examine various TCP implementations to test confor-
mance with TCP standards using this tool. Our results show that some TCP implementations
have misimplemented congestion control algorithms.
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